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DISCLAIMER

Any Views or opinions presented in this presentation are solely mine.

*| am not a lawyer or giving you legal advice

*| am not giving you permission or authorizing you to do anything ever.
*|In fact don't do anything ever
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Respect the real heroes who are Refer government authorised sources Clean and disinfect your belongings Include superfoods in your diet to
helping you during COVID-19 for COVID-19 updates and news. after you reach home to secure your boost your immunity and fight against
pandemic situation. family from COVID-19. COVID-19.
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Refer authorised sources for
Respect the privacy of others just as downloading genuine app. Clear cookies and delete browsing Pay extra attention when using public
you expect the same from them. history at end of session and stay Wi-Fi, and avoid making payments

safe. while you are on unprotected Wi-Fi.
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If you are being bullied online, don't fear,
talk to your parents or any trusted elder
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RECOGNIZED AS 1 AMONG THE 30

UNSUNG HEROES OF INDIA

BY INDIA TODAY IN 2019

trained more thun 100,000 students in India on cyber

mnty s the best practices (o stay safe online. An
exber securityand

version of hi k are avai his website (www.

cybersafegirl.com). Prabha cautions that smart-
phones, laptops and digital devices have turned into a
mine of information ubout people’s lives.

“There is also something called deep fukes. With
thehelp of high-end filters, photo aditars, printers,
scanners, apps and other software, anyone can pick
your video and use your input to manipulate and
Hnrlunnl you. Such advanced picture morphing ean
“explains Prabli, who

ANANTHPRABHU G, 84
Cyber-security expert, MANEALURY
CYBER SENTRY
s acyber security guest faculty it the
Karnataka State Police Academy and
Karnataka Judicial Academy, since
2011, Ananth Prabhu Gi
shared with his audiences all that he
has learned about cyber erimes ugainst women. “1
was terrified thinking what if crimes like these
happen to somennc in my family or with my friends.
So I started the 2eyhersafogivl daily posts, using
info-toons to highlight eyber crimes, the modus ope-
randi of the criminals and how one could stay safe,”
says Prabhu.
‘When the number of identified common cyber
o b Ils
reached 15 by 2018, Prablu compiled ther into o

ook by the sare tame. As new erimes came t hgln,
e adkc oty \

has a PhD in computer engineering from the Visyes-
varaya Technological University, Belgaum.
Prabliu wants eyber security introduced in school
mmmhnns sothat students are made more awar of
Trking entine. U
agencies on the need to de their yber security
and would also like to see India’s cyber laws updated
sod hall

Prablu, who teaches computer science and engi-
neering at Mungaluru's Sahyadri College Manncﬂ
ingand says e-books and
.m the first steps. hmunl:.rmunngmnmmnrﬂ, in

& not want peaple Lo Jose money,

is year. “l would like to beli the
mﬁ-mmihawkﬁadezphnmnonmd«s.a»d

property to cyber crimi-
nals” Aﬂ(edwimlwpc himmotivated. he nmlu

that they now
everything they come across online,” sys Prlhhn
Cyber awareness is the key, says Prabhu, who has
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Nothi
workshops walking up and sayinga. ﬂunk)\-m!'
~Amarnath K. Menon




HACKING IS THE
NEW NORMAL

SANJAY SAHAY, IPS




Internet
penetration
estimated
around 59%

1 trillion
unique URLs
accessible
on Internet

14% of
global
trade via
Internet

4.58
Billion
users on
Internet

305 billion
e-mails sent
daily (2020)

3.5billion
Google
searches
per day

5 billion %y
videos
viewed
GETLATY
Youtube




In just 10 years camera man & pilot both
lost their jobs. UPGRADE YOURSELF







Coronavirus lockdown: Drone delivers pan
masala in Gujarat. Video goes viral

A video of pan masala getting delivered using a drone in Morbi, a town in Gujarat has gone
viral on the internet.

ADVERTISEMENT

April 12, 2020 UPDATED: April 12, 2020 20:08 IST

e India Today Web Desk W e .
5 J 0000 »

Drone delivers pan masala in Gujarat Photo: Instagram
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HYDERABAD

‘Don’t download fake Aarogya Setu app’

HYDERABAD , APRIL 30, 2020 22:46 IST

. STAFF REPORTER
UPDATED: APRIL 30, 2020 22:46 IST

COvID-19 ¢ O X & BPRNT 4 | A

567284 ised citizens to download the Aarogya Setu app only from
e http://Mygov.in or Apple or Android playstore, as several
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m Insights Industries Services Client Stories Careers

How to adapt to the new threat environment.

Home » Insights » The rise of ransomware during COVID-19

Dealing with a ransomware attack during the COVID-19 pandemic could be a nightmare scenario. While the basics
of protecting your organization won't change during this pandemic; there are some additional challenges that shoulc
be considered.

Ransomware isn't going anywhere

Criminal groups are increasingly switching to COVID-19 themed lures for phishing exploiting your consumers’ and
employees’ concerns over the pandemic and the safety of there loved ones.

There’s also evidence that remote working increases the risk of a successful ransomware attack significantly. This
increase is due to a combination of weaker controls on home IT and a higher likelihood of users clicking on COVID-
19 themed ransomware lure emails given levels of anxiety.

Some current ransomware lures include:

Information about vaccines, masks and short-supply commodities like hand sanitizer.

Financial scams offering payment of government assistance during the economic shutdown.

Free downloads for technology solutions in high demand, such as video and audio conferencing platforms.

Critical updates to enterprise collaboration solutions and consumer social media applications.
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Home ) Tech » News » Thousands Of Shady Websites With 'Coronavirus' Or 'Covid' In Their Domain Have Popped Up Since January - And It Reflects Ho\

Epidemic

Thousands of shady websites with 'coronavirus' or 'covid' in their
domain have popped up since January - and it reflects how eagerly
scammers are trying to cash in on the epidemic

B AARON HOLMES | APR 3,2020,20:22 ST @ o o @ @

AP Photo/Mark Schiefelbein

smarasu-there has been an exponential rise in the number of websites with domain names
COVID-19

navirus," "COVID," and "COVID-19," according to a new report.
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O'SBI

IMPORTANT ANNOUNCEMENT

In terms of RBI COVID 19 regulatory package,
SBI has initiated steps to defer the instalments
and interest/EMIls on Term Loans falling due
between 01.03.2020 to 31.05.2020 and
extended the repayment period by 3 months.

The interest on Working Capital facilities for
the period 01.03.2020t0 31.05.2020 is also
deferred to 30.06.2020.



Attackers can pick the name they wish to appear as in
your inbox. For this reason, you should always check

IMPORTANT: Covid-19 Update the email address of any unexpected mail. In this case
World Health Organisation lupdate@world-health.infol| the email comes from @world-health.info which is not
Sent: 07 Apeil 2020 17:07 a legitimate WHO email address.

To:

é’f XY World Health

Matthew Connor

b2 Organization

Dear Matthew Connor,
The World Health Organisation has confirmed that Covid-19 is now airborne and has released prevention methods that everyone must follow.

At this time, 340 new cases have been confirmed around your location today. The risk to the public in your city and throughout the world is classed as EXTREMELY
HIGH.

Please read and follow the updated requirements: It is easy for an attacker to make a link within an email
appear to be legitimate. If an email is unexpected always
| https://www.who.int/covid- 19-rec,uremen15-uodate= hover your mouse over any links it contains to determine
THESE PREVENTION METHODS MUST BE FOLLOWED where it will actually take you. If in any doubt do not click.

If on mobile, consider waiting to action that email until you
log in on a desktop computer.

This email is full of urgent and frightening language. The attacker is leveraging
an existing and real fear, alongside a purported escalation of the seriousness
and an urgency of action. Whenever you receive an email which feels urgent,
it is critical to slow down and consider its content, sender and what it is asking
you to do. If in any doubt speak to a colleague or a trusted security officer.










‘ Contacts

Someone who came in
contact with you tested
positive or has shown
symptoms for COVID-19
& recommends you
self-isolate/get tested.
More at
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Make it with Creative Cloud.

Creative Cloud Apps for photography, design,
video and web from ¥676/mo.

Hackers post fake stories on real news
sites 'to discredit Nato'

® 30 July 2020 «$ Share
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The Tale of Two Links

WWW.amazon.com
WWWwW.amazon.com



Make a Similar name
of any word
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Confusable Confused With

CYRILLIC SMALL LETTER A LATIN SMALL LETTER A
a a
CYRILLIC SMALL LETTER O LATIN SMALL LETTER O
0 0
CYRILLIC SMALL LETTER ER LATIN SMALL LETTER P
P P
CYRILLIC SMALL LETTER IE LATIN SMALL LETTER E
g =
LATIN SMALL LETTER DOTLESS | LATIN SMALL LETTER |
1 1
LATIN SMALL LIGATURE OE LATIN SMALL LETTER O/LATIN SMALL LETTER E
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CYBER SAFETY CHECKLIST

Back up online and offline \ *I’ﬁ
. * v‘\:‘.
files regularly and securely & b N
. . '.';:‘

- o -~ Manage social media
1 ¢ profiles

Strengthen your ¢

home network

Check privacy and
~security settings

Use strong passwords

£ \ Avoid opening and
Keep your software ' . : : delete suspicious
updated 7 : emails or attachments

INTERPOL




GOOD CYBER HYGIENE
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Beti ko Bachao, Cyber Crime Se

15 eye-opening sketches
to ensure online safety of girls
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Professor: Sahyadri College of Engineering and Management
Cyber Law Expert: Karnataka Judicial Academy

Cyber Security Trainer: Karnataka Police Academy

Director- SurePass

M: +91 89515 11111

E: educatorananth@gmail.com
F: www.facebook.com/educatorananth




